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Cyber Secure for SME 
 

Welcome to AXA 
 
Thank you for choosing AXA 

 
Please read this “policy” carefully and ensure that “you” understand the terms and conditions, and 

that the cover “you” require is being provided. Do keep it in a safe place. 

“Your” Cyber Insurance “policy” is a contract between “you” and AXA and it consists of: 

• This “policy” document; 

• The “policy” schedule, which has details about “you”, the “period of insurance” and the type 

of cover; 

• Any endorsements; and 

• “Your” application, declaration and any other information given, 

Which form the basis of the contract. 

Having received and accepted “your” first premium, and any subsequent premiums, “we” will give 

the cover shown in the sections of the “policy” “you” have chosen, up to the sums insured or limits of 

indemnity stated in your “policy” schedule. 

If two or more parties are named as being covered in “your” schedule, each of them is responsible 

both individually and jointly for: 

• The completeness and accuracy of information in all statements, “claims” or documents given 

by any one of them to “us”; and 

• Observing the conditions of the “policy”. 

If “you” have any questions after reading these documents, please contact “your” intermediary or 

AXA. If there are any changes that may affect the cover provided, please tell “us” immediately. 

The payment of “claims” is dependent on “you” giving of all necessary information and assistance 

that may require, including written details of the “claim” and all relevant supporting documents, at 

your expense in the form and of the nature required. 

 

Important notice 

 

Please read this document carefully. 

The cover under this “policy” is based on the information given to “us” in “your” application or any 

subsequent updates. 

• If it contains any information that is incorrect, please tell “us” immediately, or “you” may 

receive no benefit even if a valid “claim” is made. 

• If “we” do not hear from “you” within fourteen (14) days of the date of issue of this “policy”, 

“we” will take it that the information is complete and correct. 
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• During the term of the “policy”, please tell “us” if “you” come to know that any information 

that “you” have provided “us” was incorrect or becomes incorrect. 

• In the event that the information that “you” provided “us” becomes incorrect: 

• “We” may offer cover on different terms or decline it altogether if the “policy” has not yet 

been issued to “you”; or 

• “We” may cancel the “policy”, refuse to renew the “policy” or offer to renew the “policy” on 

different terms if the “policy” has been issued to “you”. 

 

Please be reminded that “you” must fully and faithfully declare to “us” the facts that “you” know or 

ought to know, or “you” may receive no benefit from the “policy”. 

 
Objectives of the “policy”  

 

The “policy” is intended to compensate “you” for the financial losses and expenses “you” have 

incurred as a result of cyber-attack.  

 

A cyber-attack for the purposes of “your” policy” is a “privacy breach” or “data breach” or 

“unauthorised access or misuse” that is the direct result of any intentional, malicious or wilful act by a 

“third party” and/or “your” actual or alleged negligent act, error or omission that occurs after the 

“retroactive date” and results in the:  

 

a) modification, deletion, corruption or destruction of any “personal electronic data” and/or 

“confidential electronic data”;  

b) “your” inability and/or the inability of an authorised “third party” to gain access to “your” 

“computer network” (denial of service) 

c) loss and/or theft of “personal electronic data” and /or “confidential electronic data” 

(including theft of “third party” identity); 

d) transmission of a malicious code or a virus to a “third party” computer; 

e) unauthorised disclosure of any “personal electronic data” and/or “confidential electronic 

data”.  

 

The “policy” is split into two sections: 

 

• Section 1 provides “you” with cover for the reasonable “costs and expenses” “you” have 

incurred as a result of a cyber-attack. The “costs and expenses” covered include the costs 

of forensic services, notification services, regulatory expenses, and data/software 

recovery. Section 1 also provide “you” with cover for “business interruption loss”; 

 

• Section 2 provides “you” with cover for “financial damages” and “defence costs” where 

“you” are legally liable to a “third party” or “employee” for the results of a cyber-attack or 

for libel, slander or other defamation arising directly from a “harmful publication” by 

“you”. Section 2 also provides “you” with cover for “regulatory costs” and “fines and 

penalties” arising out of any cyber-attack. 
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Section 1 – First Party Expenses - Cyber-Attack Costs and Expenses / Business 

Interruption 
 

What is covered under your “policy”?  

 

1. “Your” costs following a cyber - attack 

 

Subject to the “limit of indemnity” and the terms and conditions of the “policy”, “we” will pay 

“you” any reasonable “costs and expenses” that “you” incur with “our” prior written consent in 

respect of any “privacy breach” or “data breach” or “unauthorised access or misuse” that is the 

direct result of an intentional, malicious or wilful act by a “third party” and/or any negligent act, 

error or omission by “you” that occurs after the “retroactive date” and results in the: 

 

a) modification, deletion, corruption or destruction of any “personal electronic data” and/or 

“confidential electronic data”; or  

b) “your” inability and/or the inability of an authorised “third party” to gain access to “your” 

“computer network” (denial of service); or 

c) loss and/or theft of any “personal electronic data” and/or “confidential electronic data”; or 

d) transmission of a malicious code or a virus to a “third party” computer; or 

e) unauthorised disclosure of “personal electronic data” and/or “confidential electronic data” 

 

provided that “you” must notify “us” of the “privacy breach” or “data breach” or “unauthorised 

access or misuse” in writing as soon as practicable during the “period of insurance” or any 

extended reporting period if applicable. 

 

2. Business Interruption 

 

Subject to the “limit of indemnity” and the terms and conditions of the “policy”, “we” will pay 

“you” the “business interruption loss” that “you” incur during the “business interruption period” 

arising solely from the suspension of services provided by “your” “computer network” caused by 

“unauthorised access or misuse” that is the direct result of an intentional, malicious or wilful act 

by a “third party” provided that “you” must notify “us” of the suspension in “your” “computer 

network” services in writing as soon as practicable during the “period of insurance” or any 

extended reporting period if applicable.   

 

3. Limit of Indemnity  

 
The most “we” will pay for “your” reasonable “costs and expenses” and for “your” “business 

interruption loss” is the “limit of indemnity” specified in the “policy” schedule. “We” will not pay 

for any “costs and expenses”, “business interruption loss” or any other loss, expense or cost 

indemnifiable under the “policy” howsoever arising beyond the “limit of indemnity” which is the 

aggregate limit for all “claims” which are indemnifiable under Section 1, Section 2 (if applicable) 

and any optional benefits (if applicable) and/or otherwise. 
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For the avoidance of doubt, “costs and expenses” which have been incurred with “our” written 

consent are not payable in addition to the “limit of indemnity” but shall operate to erode the 

“limit of indemnity”. 

 

4. Retention 

 

“We” will only pay the amount of any “costs and expenses”, “business interruption loss” or any 

other loss, expense or cost indemnifiable under the “policy” howsoever arising in excess of the 

“retention” and subject to the “limit of indemnity”.  

 

For the avoidance of doubt, “you” are responsible for the “retention” which shall remain 

uninsured and a separate “retention” shall apply for each and every “privacy breach” or “data 

breach” or “unauthorised access or misuse” for which “costs and expenses” are payable under 

paragraph 1 (“Your” costs following a cyber-attack) and/or paragraph 2 (Business Interruption). 
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Section 2 – Third Party Liability  
 

The cover under Section 2 operates on a claims-made basis. This means that “we” will only provide 

cover for “claims” made against “you” or “circumstances” discovered by “you” and notified to “us” 

during the “period of insurance”. “We” will not cover any “claim” or “circumstances” arising from any 

incident, occurrence, fact, matter or act that occurred before the “retroactive date”. Therefore any 

incident, occurrence, fact, matters or acts arising or committed or alleged to have arisen or been 

committed by “you” before the “retroactive” date will not be covered under this “policy”.  

 

What is covered under your “policy”? 

 
1. “Claims” for “privacy” and “data breach” 

 

Subject to the “limit of indemnity” and the terms and conditions of the “policy”, “we” will 

indemnify “you” for any “financial damages” which “you” become legally obliged to pay and all 

“defence costs” as a result of any “claim” first made against “you” by a “third party” or an 

“employee” during the “period of insurance” arising from any “privacy breach” or “data breach” 

or “unauthorised access or misuse” that is the direct result of an intentional, malicious or wilful 

act by a “third party” and/or “your” actual or alleged negligent act, error or omission that occurs 

after the “retroactive date” and results in the:  

 

a) modification, deletion, corruption or destruction of any “personal electronic data” and/or 

“confidential electronic data”;  

b) “your” inability and/or the inability of an authorised “third party” to gain access to “your” 

“computer network” (denial of service); 

c) loss and/or theft of “personal electronic data” and /or “confidential electronic data” 

(including theft of “third Party” identity); 

d) transmission of a malicious code or a virus to a “third” Party computer; 

e) Unauthorised disclosure of any “personal electronic data” and/or “confidential electronic 

data”.  

 

2. Digital Media Liability  

 

Subject to the “limit of indemnity” and the terms and conditions of the “policy”, “we” will 

indemnify “you” for any “financial damages” which “you” become legally obliged to pay and all 

“defence costs” as a result of any “claim” first made against “you” by a “third party” during the 

“period of insurance” for libel, slander or other defamation which is alleged to have damaged the 

reputation of a “third party” and which arises directly from a “harmful publication” (whether in 

the form of videos, photographs or published statements) by “you” on the internet after the 

“retroactive date” provided that any actual libel, slander or other defamation was unintended by 

“you”.   
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3. Regulatory Costs, Fines and Penalties  

 

Subject to the “limit of indemnity” and the terms and conditions of the “policy”, “we” will 

indemnify “you” for any “fines and penalties” which “you” become legally obliged to pay and all 

“regulatory costs” as a result of any “regulatory investigation or proceeding” commenced against 

“you” during the “period of insurance” by a “regulatory body” which arises out of any actual or 

alleged “privacy breach” or “data breach” or “unauthorised access or misuse” that occurs after 

the “retroactive date.” 

 

4. Limit of Indemnity 

 
The most “we” will pay for “financial damages” and “defence costs” resulting from all “claims”, 

“fines and penalties” and “regulatory costs”, and any other loss, expense or cost indemnifiable 

under the “policy” howsoever arising in the aggregate is the “limit of indemnity” specified in the 

schedule. “We” will not pay for any “financial damages”, “defence costs”, “fines and penalties” or 

“regulatory costs” beyond the “limit of indemnity” which is the aggregate limit for all claims which 

are indemnifiable under Section 1 (if applicable), Section 2 and any Optional Benefits (if 

applicable), and/or otherwise. 

 

We may at any time pay the “financial damages”, “defence costs”, “fines and penalties” and/or 

“regulatory costs” up to the “limit of indemnity”, after which “we” will then have no further 

liability to pay any additional amounts under the “policy”.  

 

For the avoidance of doubt, “defence costs” and “regulatory costs” which have been incurred 

with “our” written consent are not payable in addition to the “limit of indemnity” but shall 

operate to erode the “limit of indemnity”. 

 

5. Retention 

 

“We” will only pay the amount of “financial damages” and “defence costs” from all “claims”, 

“fines and penalties” and “regulatory costs”, and any other loss, expense or cost indemnifiable 

under the “policy” howsoever arising in excess of the “retention” subject to the “limit of 

indemnity”. 

 

For the avoidance of doubt, “you” are responsible for the “retention” which shall remain 

uninsured and a separate “retention” shall apply for each and every “claim”. 

 

6. Defence and settlement of “claims” 

 
“You” have the duty to defend “your” “claim” or “regulatory investigation or proceeding”. “We” 

have the right, but not the obligation, to take control of “your” “claim” or “regulatory 

investigation or proceeding” and conduct the investigation, settlement or defence in “your” 

name.  

 

If “we” think it is necessary “we” will appoint “our” solicitors and/or loss adjusters to conduct the 

investigation, settlement or defence.  
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After taking into account the commercial considerations of the costs of the defence, “we” may 

choose to settle the “claim” or “regulatory investigation or proceeding” in “your” name instead of 

defending it. 

 
7. Court Attendance Costs  

 
In the event that any of “your” directors, partners, members, principals or “employees” are 

required to attend court, mediation or arbitration in connection with a claim that is covered by 

this “policy”, provided that “we” have first given our written consent, “we” will pay compensation 

to you within the limit specified in the schedule for each person required to attend. 

This amount shall be part of and is not in addition to the maximum aggregate “limit of indemnity” 

as stated in the schedule.  
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What is not covered under this “policy”? 
 

These are the exclusions to cover that will apply to Section 1 and 2 of Your Policy. 

 
1. Associated persons or entities exclusion 

“We” will not cover any “claim” brought by: 

a) a firm, company or organisation with a financial interest in “you”; 

b) a firm, company or organisation in which any of “your” partners, directors or principals have a 

controlling interest; 

c) any firm, company, organisation or individual who falls with the definition of “you”; 

Unless the “claim” is brought against “you” by a source independent of that firm, company, 

organisation or individual and which would, but for this exclusion, be covered by your policy.  

 

This exclusion will not apply to "claims" against "you" by "employees" under Cover 1 – "Claims" 

for "privacy" and "data breach" in Section 2.  

 

2 Bodily Injury and property damage exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" arising out of “bodily injury” or “property damage”. 

 

3. Breach of intellectual property rights exclusion 

“We” will not provide any cover for any “claim” or “costs or expenses” or “business interruption 

loss” arising out of, or based upon or attributable to any breach of any intellectual property rights 

including patents and trade secrets  

 

4. Contractual liability exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" arising out of "contractual liability" unless “you” would in any event be legally liable in the 

absence of such contractual or assumed liability. 

 

5. Deliberate acts and omissions exclusion 

“We” will not provide cover for any "claim" or "costs and expenses" or "business interruption 

loss" arising directly or indirectly from any act, error or omission that “you” deliberately, spitefully 

or recklessly commit, condone or ignore.   

 

6. Electronic infrastructure failure  

“We” will not provide cover for any "claim" or "costs and expenses" or "business interruption 

loss" arising out of electrical failure (including any electrical power interruption, surge, brown out 

or black out) or arising out of telecommunications or satellite systems failure.  

 

7. Employment exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" arising out of any kind of employment related dispute or any kind of defamation, 

discrimination, harassment or unfair treatment relating to any current, former or prospective 

“employees”, directors or officers. 
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8. Transfer of funds/money  

“We” will not cover any “claim” resulting directly or indirectly from “you” having wrongfully 

transferred, paid or delivered any funds, money or property.   

 

9. Fines and penalties exclusion 

We will not cover any fines, penalties, punitive, multiple, aggravated or exemplary damages other 

that those expressly covered by Cover 3 – Regulatory Costs, Fines and Penalties in section 2. 

 

10. Insolvency exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" arising out of or in connection with “your” insolvency or bankruptcy.  

 

11. Pollution exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" directly or indirectly involving “pollution” including without limitation any “claim” for 

financial loss. 

 

12. Previous claims exclusion 

“We” will not cover any “claim” or any “circumstances”: 

a) that has been notified under any other policy before the start date of this “policy” 

b) that “you” were aware of or should have been aware of before the start date of this 

“policy”.  

 

13. Retroactive date exclusion 

“We” will not provide cover for any “claim” or "costs and expenses" or "business interruption 

loss" arising from any incident, occurrence, fact, matter or act before the “retroactive date” 

shown in your “policy” schedule. 

 

14. Trading losses exclusion 

“We” will not cover any “claim” arising out of or provide cover for any trading losses or trading 

liabilities incurred by “you” or any of “your” businesses save for those which are "Business 

Interruption Loss" covered under Section 1.  

 

15. War risk and terrorist act exclusion 

“We” will not provide cover for any “claim” or any "costs and expenses" or "business interruption 

loss" arising from or happening through “terrorist act”, war, invasion, act of foreign enemy, 

hostilities (whether war is declared or not), civil war, rebellion, revolution, insurrection or military 

or usurped power. 

 

16. Ransom exclusion  

“We” will not provide cover under the “policy” for any ransom demanded from “you” by a “third 

party”, whether through the use of “ransomware” or otherwise. 

 

17. Sanction limitation and exclusion 

“We” will not provide cover for any “claim” or any "costs and expenses" or "business interruption 

loss" to the extent that the provision of such cover, payment of such “claim” or provision of such 

benefit would expose “us” to any sanction, prohibition, or restriction under United Nations 
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resolutions or the trade or economic sanctions, laws or regulations of the European Union, United 

Kingdom or United States of America. 
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Standard Conditions 

 

These are the conditions of cover that will apply to Section 1 and 2 of “your” “policy”. 

 

1. Admission of liability condition 

In the event of a “claim” or “regulatory investigation” or proceeding or discovery of 

“circumstances”, “you” must not: 

a) admit liability 

b) incur any “defence costs” or “regulatory costs” 

c) make any offers of settlement 

d) otherwise prejudice the conduct of defence or settlement of that “claim” or “claim 

circumstances”  

without first obtaining “our” written approval. This applies regardless of any complaints handling 

procedure or if the amount in dispute is less than “your” “retention”. 

 

2. Alteration condition 

“You” must tell “us” as soon as possible of any change to the information “you” have previously 

provided to “us” or any new information that could affect this insurance. 

 

3. Change in risk condition 

“We” do not have to accept any alteration to “your” business or change in risk affecting this 

insurance cover. If we accept any alteration to “your” business or change in risk, an increase in 

the premium or different terms or conditions of cover may be required by “us”. 

 

4. Circumstances condition 

“You” shall as a condition precedent tell “us” as soon as practicable and within the “period of 

insurance” of any “circumstances”. When telling “us” about “circumstances”, “you” must give 

“us” full details including but not limited to: 

a) a description of the “circumstance”; 

b) the nature of the alleged act, error or omission leading to the “circumstance” and the date 

it was committed; 

c) the nature of the alleged damage; 

d) the names of the actual or potential claimants and defendants; and 

e) the manner in which “you” first became aware of the “circumstance”. 

 

If “circumstances” that relate to any incident, occurrence, fact, matter or act after the 

“retroactive date” and within the “period of insurance” lead to a “claim” or “regulatory 

investigation or proceeding” after the “period of insurance” has ended, that “claim” or ‘regulatory 

investigation or proceeding” will be deemed to have been made or commenced against “you” 

during the “period of insurance”, provided that you told “us” about it in accordance with the 

requirements of this condition. 
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5. Claims control and co-operation condition 

“You” must give “us” all information and assistance that “we” reasonably require and that is in 

“your” power to provide. “You” must co-operate with “us” and anyone appointed on “our” behalf 

by: 

a) providing any information, assistance, signed statements or depositions as “we” may 

require to comply with any Civil Procedure Rules, Practice Directions, Pre-Action Protocols 

or the rules of any “regulatory body” as may be issued; 

b) assisting to present the best possible defence to a “claim” or “regulatory investigation or 

proceeding”; 

c) ensuring access to any information that “we” or “our” representatives may require in the 

defence of a “claim” or “regulatory investigation or proceeding” or the investigation of any 

“circumstances”, whether or not that information may be privileged; 

d) providing “us” with any and all information that will allow “us” to determine “our” liability 

under this “policy”; 

e) making payment on demand of “your” retention in order to comply with the terms of any 

settlement “we” have agreed; 

f) providing any information, assistance, signed statements or depositions as “we” may 

require to exercise “our” rights of subrogation; 

g) ensuring that all documents of any description relevant to any “claim” or “circumstance” 

are preserved. 

 

6. Dishonesty or fraud condition 

“You” shall as a condition precedent tell “us” as soon as practicable within the “period of 

insurance” of the discovery of any dishonest or fraudulent act or omission or of any reasonable 

suspicion that an employee has acted dishonestly or fraudulently. 

 

7. Fraud condition 

“You” and anyone acting for “you” must not act in a fraudulent way. If “you” or anyone acting for 

“you”: 

a) knowingly makes a fraudulent or exaggerated claim under the “policy”; 

b) knowingly makes a false statement in support of a “claim”; 

c) submits a knowingly false or forged document in support of any “claim”; 

d) makes a “claim” for any loss caused by “your” wilful act or caused with “your” agreement, 

knowledge or collusion; 

e) knowingly provides information to “us” as part of “your” application that is not true and 

complete. 

 

Then “we” may at “our” option: 

(i) refuse to pay the “claim” and declare the “policy” void, as if it never existed and recover 

any sums that we have already paid under the “policy”; or 

(ii) refuse to pay the “claim” and cancel the “policy” from the date of the “claim” or the 

alleged “claim”, without any refund of premium; or 

(iii) refuse to pay the “claim”. 
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8. Law applicable to the “policy” and litigation 

Unless “We” and “You” agree otherwise, Singapore law will apply to this “Policy”. 

 

Any dispute which arises between “Us” and “You” under or in relation to the “Policy” or any 

amount allegedly payable hereunder and which cannot be resolved by agreement between “Us” 

and “You” within 6 months of such dispute arising shall be referred to a mutually agreed 

mediator. If the dispute remains unresolved after mediation or mediation is not agreed, it shall be 

resolved by arbitration in Singapore before the Singapore International Arbitration Centre (SIAC) 

in keeping with its rules, before a single arbitrator in the English language. Each party shall bear 

its own costs of the arbitration 

 

9. Misrepresentation and nondisclosure condition 

The contract of insurance is formed on the reliance of information which “you” must provide to 

“us”. “You” must: 

a) disclose all information relevant to this insurance; 

b) not make any statement which is incorrect; 

 

If “you” fail to disclose information relevant to this insurance or make any statement which is 

incorrect, “we” will at “our” option, either: 

(i) make the “policy “void from the date of formation of the contract, or 

(ii) refuse to pay “your” claim. 

 

10. Other Insurance 

If a “claim” is made under this “policy” and there is other insurance cover under which “you” are, 

or would be but for this “policy”, entitled to have a “claim” paid, “we” will not pay the “claim” or 

“defence costs” or "costs and expenses" or "business interruption loss" except for any amount 

over and above the amount payable by the other insurance policy or policies. 

 

11. Subrogation (our rights) condition 

“We” will be entitled to undertake in “your” name or on “your” behalf steps to enforce rights 

against any other party before or after payment is made by “us”. 

 

“We” will not exercise any right of subrogation against any present or former “employee” unless 

“we” have made payment brought about or contributed to by any dishonest, fraudulent or 

malicious act or omission of that present or former “employee”, or if the present or former 

“employee” conspired to commit or condone any such dishonest, fraudulent or malicious act or 

omission.  

 

“You” must not enter into any contract or other agreement that restricts your right of recovery in 

respect of any claim that may be covered under this “policy”.  

 

12. Contract (Right of Third Parties) Act (CAP 53B) 

A person or entity who is not a party to this “policy” shall have no rights under the Contract (Right 

of Third Parties) Act (Cap 53B) to enforce any of its terms and the application of this Act is 

excluded insofar as the policy contract is concerned. 
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13. Claims notification condition 

“You” shall as a condition precedent give “us” written notice as soon as practicable and within the 

“period of insurance” of any “claim” made or “regulatory investigation or proceeding” 

commenced against “you”.  

 

14. Cancellation condition 

“You” may cancel this “policy” at any time if the business described in the schedule is sold by 

“you” or “you” cease trading.  

 

“We” can cancel the “policy” by giving “you” 30 days written notice if  

• there is a material change in “your” business; or 

• the information that forms the basis of this “policy” changes; or 

• following a survey at any of “your” premises or sites and “you” were required to make risk 

improvements and “you” have not completed these within a reasonable period of time, 

advised by “us”. 

 

Where the “policy” is cancelled in accordance with the above provision, “we” will refund part of 

the premium paid, proportionate to the unexpired “period of insurance” following cancellation, 

provided no “claim” has been notified to “us”, paid by or is outstanding from “us” in the current 

“period of insurance”.  

Where a “claim” has been notified to “us”, paid by or is outstanding from “us”, the annual 

premium remains due in full. 

 

“We” can cancel the “policy” immediately, if the premium has not been paid. If a “claim” has 

been notified to “us”, paid by or is outstanding from “us” in the current “period of insurance”, the 

annual premium remains due in full. 

Cancellation of this “policy” will not affect any “claims” or rights “you” or “we” may have before 

the date of cancellation. 

“We” do not have to offer renewal of “your” “policy” and cover will cease on the end date. 

 

15. Jurisdiction  

There will be no cover under this "policy" for any "financial damages" or "fines and penalties" 

which "you" become legally liable to pay or "defence costs" or "regulatory costs" which you incur 

in connection with any judgment, decision, order or direction given by a court, tribunal or 

"regulatory body" that is not within a jurisdiction specified in the "jurisdiction limit" in the 

schedule. This clause will also relate to any orders given by a court within the "jurisdiction limit' to 

enforce the judgment, decision, order or direction of a court, tribunal or "regulatory body" 

outside of the "jurisdiction limit" whether by way of reciprocal agreement or otherwise 

  

16. Premium Payment Warranty 

a) Notwithstanding anything herein contained but subject to b) hereof, it is hereby agreed and 

declared that if the “period of insurance” is sixty (60) days or more, any premium due must be 

paid and actually received in full by “us” (or the intermediary through whom this “policy” was 

effected) within sixty (60) days of the: 
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(i) inception date of the coverage under the “policy”, renewal certificate, cover note; or 

(ii) effective date of each endorsement, if any, issued under the “policy”, renewal certificate, 

or cover note 

 

b) In the event that any premium due is not paid and actually received in full by “us” (or the 

intermediary through whom this “policy” was effected) within the sixty (60) day period referred 

to above, then: 

(i) the cover under the “policy”, renewal certificate, cover note or endorsement is 

automatically terminated immediately after the expiry of the said sixty (60) day period; 

(ii) the automatic termination of the cover shall be without prejudice to any liability incurred 

within the said sixty (60) day period; and 

(iii) “we” will be entitled to a pro-rata time on risk premium subject to a minimum of SGD 

25.00 (before GST) 

 

c) If the “period of insurance” is less than sixty (60) days, any premium due must be paid and 

actually received in full by “us” (or the intermediary through whom this “policy” was effected) 

within the “period of insurance”. 

  

17. Illegality clause 

Under no circumstances shall this insurance policy be deemed to provide cover and no liability be 

incurred to pay or provide any benefit hereunder to the extent that the provision of such cover, 

payment of such claim or provision of such benefit would cause us to be in breach of, or expose 

us to any prohibition, or restriction under the laws or regulations of Singapore. 
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Definitions 

 

These definitions apply throughout “your” “policy”. If a word or phrase has a defined meaning, it will 

be highlighted in quotation mark (“”) and will have the same meaning wherever it is used. There may 

be additional defined meanings in each section of cover. 

 

1. Bodily injury 

Any injury including death, illness, disease, sickness, psychological injury, emotional distress or 

nervous shock. 

 

2. Business Interruption Loss 

The reduction in net profit that “you” suffer and the ongoing normal operating expenses that 

“you” incur during the “business interruption period”. The “business interruption loss” must be 

the direct result of the suspension of services provided by “your” “computer network” caused by 

“unauthorised access or misuse” that is the direct result of an intentional, malicious or wilful act 

by a “third party”. 

 

Your net profit for the 36 month period preceding the suspension of “your” “computer network” 

services will form the basis for calculating the projected net profit “you” would have expected to 

receive during the “business interruption period” but for the suspension of “your” “computer 

network” services. 

 

In the event of disagreement, a jointly selected accounting expert experienced in assessing 

business interruption losses shall be appointed to provide a binding assessment of “your” 

“business interruption loss”.  

 

3. Business Interruption Period 

The period commencing not less than 12 hours after the suspension of the services provided by 

“your” “computer network” caused by “unauthorised access or misuse” that is the direct result of 

an intentional, malicious or wilful act by a “third party” and ending 120 days later or when “your” 

“computer network” services resume, whichever is the earlier.   

 

4. Circumstance(s) 

Any incident, occurrence, fact, matter or act that “you” become aware of that may give rise to a 

“claim” or a “regulatory investigation or proceedings”.  

 

5. Claim(s) 

(a) any written, statement of claim, summons, application or other originating legal process 

issued against or served on “you”; or 

(b) the receipt by “you” of any written or verbal notice or demand for compensation made 

against “you”; 

Claim(s) shall not include any “regulatory investigations or proceedings”. 

For the avoidance of any doubt, there shall be a separate and distinct claim against “you” for the 

purposes of the “policy” in respect of each and every person, firm, company or organisation that 

makes a “claim” against “you” regardless of the manner in which the “claims” are presented or 

conveyed. 
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6. Computer Network 

Any networked computer hardware or software under “your” operation or ownership, or that 

“you” have leased 

 

7. Confidential electronic data 

Any confidential commercial, business or operational information belonging to a “third party” or 

“employee” which has been lawfully provided and stored on “your” “computer network” or the 

“computer network” of “your” “outsourced service provider” for a legitimate and specific purpose 

in the course of your business 

 

8. Contractual liability 

Legal liability assumed by “you” under the express or implied terms of any contract or agreement 

that restrict “your” right of recovery, or increase “your” liability at law beyond that applicable in 

the absence of those terms.  

 

9. Contractual Penalties 

Any monetary penalty which is enforceable against “you” under the express or implied terms of 

any contract or agreement and which “you” would not have incurred in the absence of those 

terms. 

 

10. Costs and Expenses: 

All reasonable and necessary costs and expenses incurred by “you” with “our” written permission, 

such written permission not to be unreasonably withheld, directly arising out of any “privacy 

breach” or “data breach” or “unauthorised access or misuse” covered under this “policy” within 

the “limit of indemnity” which fall within the categories below.  

Only those costs and expenses that “you” incur within 1 year from the date of the “privacy 

breach” or “data breach” or “unauthorised access or misuse” or within 1 year from the date of 

“your” written notification to “us” of the “privacy breach” or “data breach” or “unauthorised 

access or misuse”, whichever is the earlier, will be covered.  

 

The costs and expenses that “we” will provide cover to “you” for are: 

 

Forensic services: the costs and expenses “you” incur for engaging forensic analyst/expert 

services to identify the cause of the “privacy breach” or “data breach” or “unauthorised access or 

misuse”, the affected “personal electronic data” and “confidential electronic data”, and to make 

recommendations on mitigating the effects of and preventing future “privacy breach” or “data 

breach” or “unauthorised access or misuse” 

 

Notification costs: the costs and expenses that “you” incur in notifying any “third party” affected 

by the “privacy breach” or “data breach” or “unauthorised access or misuse” as required by law. 

 

Regulatory expenses: the costs and expenses that “you” incur in notifying any “regulatory body” 

of the “privacy breach” or “data breach” or “unauthorised access or misuse” as required by law   

 

Data/software recovery: the costs and expenses that “you” incur in restoring, recreating or 

recollecting software, “personal electronic data” and “confidential electronic data” directly arising 
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out of the “privacy breach” or “data breach” or “unauthorised access or misuse.” provided that 

"You" had reasonable "Data" backup processes in place prior to the "privacy breach" or ""data 

breach"" or "unauthorised access or misuse".  

 

11. Data 

Any data stored electronically on your “computer network” or on the computer system of a “third 

party” 

 

12. Data Breach   

Any unauthorised access and misuse of “confidential electronic data”   

 

13 Defence costs  

All costs and expenses incurred by “us” or by “you” with “our” written permission, such written 

permission not to be unreasonably withheld, relating to the investigation, defence or settlement 

of any “claim” against “you”, which this “policy” covers within the limits specified in the schedule.   

 

14. Employee(s) 

Any person working for “you” in connection with the “professional business”:  

• under a contract of service with “you”, or 

• who is hired by or lent to you, or 

• who is self-employed, or 

• on a voluntary basis,  

and who is under “your” control or supervision. 

 

15. Financial Damages 

Any amount of monetary compensation “you” are legally liable to pay to a “third party” or 

“employee” in respect of judgments against “you” or for settlements entered into with “our” 

written consent. 

 

16. Fines and Penalties 

All monetary fines and penalties which are insurable under the laws of Singapore.  

 

17. Harmful Publication 

Published information on the internet (including forums, blog postings, social media and any 

other websites) that undermines the reputation of a “third party” and is: 

• Defamatory – an allegation of a fact that is false and injurious; 

• Insulting – an offensive expression of contempt or invectiveness; or 

• Unlawful disclosure of one's private life. 

 

18.  Jurisdiction limit  

Jurisdiction limit means the jurisdiction specified in the schedule. 

 

19. Limit of Indemnity 

Limit of Indemnity means the amount specified as such in the schedule. The limit of indemnity is 

the aggregate limit “we” will pay across Section 1, Section 2 (if applicable) and any Optional 

Benefits (if applicable) under this “policy.” 

' 
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20. Outsourced Service Provider 

A “third party” who stores “personal electronic data” and “confidential electronic data” on 

“your” behalf and in the course of “your” business pursuant to a written contract 

 

21. Period of insurance 

The period of cover as shown in the “policy” schedule 

 

22. Personal Electronic Data 

Any private personal information of a “third party” or of an “employee” concerning a natural 

person which has been lawfully collected and stored on “your” “computer network” or the 

“computer network” of “your” “outsourced service provider” for a legitimate and specific purpose 

in the course of “your” business and which enables identification of the “third party” subject of 

the private personal information. 

 

23. Policy 

The policy documents, policy schedule, any endorsements, and “your” application, declaration 

and any other information given. 

 

24. Pollutant 

Any contaminant, irritant or other matter or substance including, but not limited to “asbestos”, 

lead, smoke, vapor, water, oil, oil products, dust, fibres, soot, fumes, toxic mold (including fungus, 

mildew, mold), acids, alkalis, chemicals, or waste (including materials that have been or are 

intended to be recycled, reconditioned or reclaimed). 

 

25. Pollution 

Actual, alleged or threatened discharge, seepage, treatment, removal, disposal, dispersal, 

emission, release or escape of any “pollutant” or any regulatory order, direction or request to test 

for, monitor, remove, contain, treat, detoxify, or neutralise any “pollutant”. 

 

26. Privacy Breach 

Any “unauthorised access and misuse” of “personal electronic data.” 

 

27. Property Damage 

Any physical damage or destruction of tangible property which does not include “data”, “personal 

electronic data”, “confidential electronic data” or computer software. 

 

 

28. Ransomware 

Any malicious software designed by a "third party" to block access to "your" "computer network" 

until "you" have paid a sum of money by way of ransom. 

 

29. Regulatory Body 

Any official or public body or any administrative or regulatory agency or similar governmental 

body. 
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30. Regulatory Costs 

All costs and expenses incurred by “us” or by “you” with “our” written permission, such written 

permission not to be unreasonably withheld, relating to the investigation, defence or settlement 

of any “regulatory investigation or proceeding” by a “regulatory body” including attendance costs 

at any court or tribunal hearing within the “limit of indemnity” specified in the schedule. 

 

31. Regulatory Investigation or Proceeding 

Any investigation or proceeding commenced against “you” by a “regulatory body” 

 

32. Retention 

The amount specified as the “retention” in the “policy” schedule 

 

33. Retroactive date 

The date from when the incident, occurrence, fact, matter or act is covered. This date is shown on 

“your” “policy” schedule. For the avoidance of doubt “your” “policy” will not cover claims arising 

from any incident, occurrence, fact, matter or act prior to the date shown on “your” “policy” 

schedule. 

 

34. Subsidiary 

A company that you either directly or indirectly control through 

a) holding a majority of the voting rights 

b) the right to appoint or remove a majority of its board of directors and/or 

c) sole control of, pursuant to a written agreement with other shareholders, a majority of 

that company’s voting rights 

 

35. Terrorist act 

Any act of a person or group directed towards the overthrowing or influencing of any 

government, or putting any section of the public in fear by threat, force or violence or other 

means. “Terrorist act” includes any acts of cyber terrorism. 

 

36. Third party 

Any person, firm, company or organisation who deals at arm's length with “you” and which 

neither controls nor is controlled by “you”. “Third party” shall not be: 

• Any person, firm, company or organisation covered under this “policy”; or 

• Any person or entity who is in an employer-employee relationship with “you”; or 

• Any firm, company or organisation with a financial interest in “you”; or 

• Any firm, company or organisation in which any of “your” partners, directors or principals 

have a controlling interest 

 

37. Unauthorised Access or Misuse 

Improper access or use of “your” “computer network” and any “data” stored in “your” “computer 

network” by an unauthorised person or an authorised person acting in an unauthorised manner 

 

38. We / us / our 

AXA Insurance Pte Ltd, 8 Shenton Way, #24-01 AXA Tower, Singapore 068811 
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39. You / Your  

a) The person, firm, company or organisation shown in the “policy” schedule as the insured. 

b) Any person, firm, company or organisation shown in your “policy” schedule as an additional 

insured 

c) Any predecessor in business to any firm, company or organisation that is shown in the “policy” 

schedule. 

d) Any person who is or has been or who becomes a director, partner, member, principal, 

employee or self-employed person but only for work undertaken for or on behalf of any 

person or organisation referred to in a, b or c above. 

e) Any retired partner, retired director or retired member of the firm, company or organisation 

shown in the “policy” schedule as the insured and who remains as a consultant to any person, 

firm, company or organisation shown in the “policy” schedule as the insured 

f) any student/practitioner appointed or attached to the legal entity specified in the “schedule” 

during the “period of insurance” by a university or tertiary institution 

g) The estate, heirs, executors, legal or personal representatives of any person referred to in a, 

b, c, d or e above in the event of their death or incapacity. 

 

 

 

 

 

 

 

 


